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ABSTRACT

With the rapid development of information and communication technology, mobile devices have become an essential tool
in our lives. Mobile devices are used as important evidence in criminal proof, as they accumulate data simultaneously with
PIM functions while working with users most of the time. The mobile forensics is a procedure for obtaining digital evidence
from mobile devices and should be collected and analyzed in accordance with due process, just like other evidence, and the
integrity of the evidence is essential because it has aspects that are easy to manipulate and delete. Also, the adoption of
evidence relies on the judges’ liberalism, which necessitates the presentation of generalized procedures. In this paper, a
mobile forensics model is presented to ensure integrity through the generalization of procedures. It is expected that the
proposed mobile forensics model will contribute to the formation of judges by ensuring the reliability and authenticity of
evidence.
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Fig. 3. Mobile Forensics Model for Improving
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